We present and compare nine major standards for risk management, in terms of their scope, process steps and specific emphasis. We discuss their commonalities and differences, point out how they complement each other, and draw conclusions for future standards work in the risk management area.
Introduction
During the last decade there has been a major surge of interest in improving our ability to deal with uncertainty, and especially with its negative impact at the organisation level. This has led to the development and application of tools, techniques, processes and methodologies which are typically classified under the label of 'risk management'. It is important to distinguish between the management of business risks-a sub-specialty area in the fields of finance and insurance, mainly concerned with monetary gains and losses-and the management of operational risks, which is concerned with the uncertainty inherent in the execution of the activities that organisations do in order to fulfil their goals and objectives. The origins of operational risk management can be traced to the discipline of safety engineering, which is mainly concerned with the physical harm that may occur as a result of improper equipment or operator performance. However, modern risk management has evolved substantially from there, due to a number of factors, including:
• the shift away from dangerous physical work and towards knowledge-intensive work;
• an expanded view of the organisation in the context of its various stakeholders;
• the growing importance of projects as the framework for planning and executing work in organisations;
• the central role of technology, and its inherent uncertainty;
• ever-increasing competitive pressures to shorten lead times, causing organisations to start planning and executing their activities with incomplete information;
• increasing turbulence in the business environment;
• the rapid increase in the degree of complexity embodied in business and projects;
• the continuing trend towards globalisation, and the resulting emphasis on virtual business and teams; and
• the increasing burden of regulation with which businesses must comply.
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All these, and possibly other factors as well, have resulted in growing numbers of books, articles and conferences being devoted to operational risk management. In fact, the field has grown to the point where the qualifier 'operational' is no longer needed, and the meaning of risk management as distinct from financial or business risk management is clear. This level of activity has also led to the development of a number of standards that prescribe for and advise organisations on the best way to manage their risks.
The purpose of this paper is to present and compare the main standards for risk management that are currently available today, extending earlier work on project risk management standards (Hillson, 2002; 2003) . The main part of the paper consists of a series of tables that present the contents of the standards in a manner that facilitates their comparison. This is followed by a discussion regarding the commonalities among the standards and some thoughts regarding the need for additional work in the area. Table 1 lists the nine standards that were selected from a comprehensive survey, carried out with the help of the librarian of the Standards Institute of Israel. The nine standards selected consist of six national or international standards that were developed or adopted by standardisation bodies, and three standards that were developed by professional organisations with an interest in risk management. They were all published recently, the earliest publication date being 1997.
Comparison of the standards
In addition to bibliographic information, A number of other standards were considered for inclusion in this review, but were eventually excluded due to their limited or specific scope of application.
The first risk-related standard ever published was Norsk Standard NS5814:1991: Krav til risikoanalyser (Norges Standardiseringsforbund, 1991) , but this only addresses risk analysis and does not cover other portions of the risk assessment or risk management processes. The same is true of CEI/IEC 300-3-9:1995: Dependability Management, Part 3: Application Guide -Section 9: Risk Analysis of Technological Systems (International Electrotechnical Commission, 1995 
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It is interesting to note that none of these standards are currently used for certification purposes, though in some cases this has been proposed and is being actively pursued. Rather, they all provide guidance and advice, and encourage the adopting organisations to adapt them to their own needs. The focus of the comparative analysis was to ascertain the extent to which the processes and steps described by the various standards are similar to each other. A high degree of similarity and consistency across the standards would indicate the emergence of a worldwide consensus regarding the way risk management ought to be conducted. A review of the process steps described by the selected standards identified the following main steps: planning, identification, analysis, treatment and control. Terminology differs between the standards, though the structure of the process in each case is similar. For example, in some standards 'analysis' is called 'assessment'; and in some cases analysis is broken down into 'estimation' (of probability and consequences of the risk events) and 'evaluation' (determining the overall magnitude of the risk event, from which its priority is derived).
The comparison of processes from the nine standards is presented in three separate tables (Tables  2, 3 and 5). Each table consists of nine rows corresponding to the nine standards, while the columns correspond to the steps. The entries in the table include the sections of the standard that apply to the particular step in the process, and are numbered accordingly.
The columns of Table 2 compare the way the different standards address the planning step, which is the step exhibiting the widest variability in terms of scope and level of detail. At one extreme there are standards that take a very broad view and include in this step organisation-wide issues such as establishing the risk management policy, defining roles and responsibilities at various levels, and establishing the process to be followed. At the other end there are those that follow a more focused approach, consisting simply of planning the application of an existing risk management process to a specific project or instance. Table 3 pertains to the three central steps in the process (identification, analysis, treatment), which were addressed in a basically similar manner by the standards. A consolidated list of tools for risk identification appears in Table 4 . Table 5 compares the way the standards deal with the issue of control. The control step may refer to two levels of control: of the residual risks that remain after implementation of the treatment actions selected, or of the effectiveness of the risk management process. To the extent possible we have tried to separate the two. Table 3 compares the contents of the different standards in terms of the three main steps of the risk management process: identification, analysis and treatment. To improve clarity and avoid duplication, the tools and techniques prescribed for the risk identification step were consolidated and are presented separately in Table 4 .
In the analysis step, there seems to be a dominant distinction between the following two main activities:
• risk estimation, which refers to an assessment of the likelihood of occurrence and possible consequences of the risk events identified in the previous step; and
• risk assessment, which refers to evaluation of the assessed risk by comparison with the criteria and thresholds of the decision maker(s) in order to determine the priority for treatment.
In the risk treatment step, the set of possible courses of action mentioned by most of the standards was quite limited, and includes the following:
• avoidance;
• probability reduction (preventive counter-measures);
• consequence limitation, including recovery and contingency planning; and • risk transfer, including subcontracting.
The key exceptions are PRAM and PMBoK ® , where equal emphasis is given to both threats and opportunities throughout the process. Consequently, the risk treatment step in these two standards includes equivalent strategies for dealing with opportunities, namely:
• exploitation;
• probability enhancement;
• consequence improvement, including contingency planning; and In addition, PRAM distinguishes between two levels of risk in projects, namely 'risk events' and 'project risk' (discussed further below), and the PRAM process splits the risk treatment step to deal with these differently. 'Plan Risk Event Responses' aim to address individual risks, whereas 'Plan Project Risk Responses' tackle the overall risk exposure of the project.
It is interesting to note that the majority of the tools and techniques listed in Table 4 are descriptive and qualitative in nature, and that there are very few tools based on statistical or mathematical techniques. Table 5 compares the two aspects of control: control of the risk mitigation actions for the specific project/activity, and control of the risk management process. As can be seen from the table, all the standards do address the issue of monitoring and controlling the effectiveness of the risk treatment actions selected for implementation in the previous step of the process, but not all are concerned with managing and improving the risk management process itself.
Different individual standards emphasise particular points, and present differences in meaning of key terms, as summarised in Table 6. One issue of particular interest and recent debate in the risk management community has been the question of the definition of the term 'risk', and in particular whether this should include upside opportunity as well as downside threat (see Hulett et al, 2002 , for a summary of this debate). Some maintain that the term 'risk' refers exclusively to uncertainties with negative consequences (for example Chapman and Ward, 2002; 2003) , while others favour a broader definition (for example Hillson, 2003) . Table 7 presents the definitions used in the nine selected standards, divided into three groups: those which use an exclusively negative definition, equating 'risk' with 'threat'; those which do not explicitly state whether consequences are positive or negative; and those defining 'risk' as including both threat and opportunity. (2), establishing an RM organisation well as threats (5), behavioural aspects (6), and
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• Defines risk at two levels: 'risk implementation/application issues (7) event', as an individual uncertainty that could affect one or more project objectives; and 'project risk', as overall impact of uncertainty on project itself. 
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Discussion and conclusions
Four of the standards listed in Table 1 limit their scope of application, as indicated by their title, to risk management in projects, while the other five are formulated in general terms. However, there are no significant differences, either in terms of the structure of the process or the contents of the various stages, between the two groups. It appears that the best practices in the field, as embodied by these standards and others, are applicable to projects and to other types of activities carried out in organisations. Thus it seems reasonable that any new standard development should have a general scope rather than being restricted to projects.
As is apparent from Tables 2, 3 and 5, the risk management processes presented by all nine selected standards have a great deal in common, suggesting that there is a universal consensus regarding what the risk management process should cover. Where there are apparent differences in process, these are largely attributable to variations in terminology. There are, however, some genuine and material differences among the standards, and these arise from three sources:
• One source is the inclusion of additional elements beyond the central risk management process. The main such elements are communication, consultation and collaboration with stakeholders; links to the organisational objectives and strategy; guidance related to the Risk Management: An International Journal 2005, 7 (4), 53-66 adoption and implementation of a risk management system/function in the organisation; description of the benefits which can be expected from a structured approach to managing risk; and consideration of the human aspects of risk psychology, and of their impact on risk management effectiveness. All these are valuable and enhance the value of the standard; however, none of the nine standards reviewed includes them all. Thus it seems that there is room for additional work to address these important issues explicitly.
• The second source of variability among the standards, which was alluded to in the discussion of Tables 2 and 5 , goes beyond the actual risk management process, being related to the scope of coverage of the standard itself. Certain standards cover mainly (almost exclusively) the risk management process itself, and ignore the aspects involved in establishing the organisational infrastructure needed to apply the process. They also devote little if any attention to the aspect of managing the process as an organisational asset, including measuring the effectiveness of the process (which is different from measuring the effectiveness of risk treatment actions implemented in a specific instance of the process), generating lessons learned, and in general continuous improvement of the process. Examples of the first type include IRM/ALARM/AIRMIC, PRAM and PMBoK ® , and to some extent IEC 62198 and AS/NZS 4360:2004. Examples of the second type, taking a broader view, include PRAM, IEEE 1540-2001 and JIS Q2001 (E). Clearly, a standard which offers more coverage and which explicitly addresses the organisational issues involved in adopting and implementing a risk management process in the organisation would be more valuable.
•
The third source of difference relates to the differing definitions of 'risk' among the selected standards, which can be seen in two areas. First, some standards explicitly state that risk includes both threat (risk with potential negative impact) and opportunity (risk with potential positive impact), while others focus exclusively on threats, or are ambiguous about the type of risk (as summarised in Table 7) . Secondly, the PRAM Guide has introduced a new concept by distinguishing between 'risk event' and 'project risk', both in the terminology and in how these should be managed. Based on the above remarks we conclude that although there is a wide consensus regarding the main steps and activities of a generic risk management process, there is still room for a comprehensive document which will not only combine the best elements of the existing standards, but also provide broad coverage of the issues related to instituting such a process. We are aware of at least two current initiatives to develop new risk management standards: by the Project Management Institute, which intends to produce a standard covering project risk management, and by the British Standards Institute, which is investigating the need for a broad standard encompassing all aspects of risk management. In addition, the International Standards Organisation (ISO) are actively considering whether to develop a new risk management standard or to adopt an existing one (ISO 2005) .
Despite the existence of these initiatives, we believe that they are not intending to address the shortfalls identified by our review of current risk management standards. This leaves a clear gap for development of a comprehensive document which addresses these areas of shortfall, as well as consolidating the current consensus. 
